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1. Introduction to the PD(P)O
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Principle 1 — Purpose and manner of collection

- shall be collected for purposes related to
the functions or activities of the data user

« the means of collection must be lawful and
fair

- the data collected should be adequate but
not excessive
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Principle 1 — Purpose and manner of collection

Inform the data subject of the following immediately or in advance:

a) the purposes of data collection;

b) the classes of persons to whom the data may be transferred;

c) whether it is obligatory or voluntary for the data subject to supply the data;

d) where it is obligatory for the data subject to supply the data, the consequences for
him if he fails to supply the data; and

e) the name or job title and address to which access and correction requests of personal

data may be made. Personal Information
Collection Statement 5
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Principle 2 — Accuracy and duration of retention

Data users shall take practicable steps to ensure: | N

* the accuracy of personal data held by them

* personal datais not kept longer than is
necessary for the fulfillment of the purpose

EREAEHARBEERE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




ssmmmmm Data Retention

e erase personal data held by the data user where
the data is no longer required for the purpose

e if a data user engages a data processor to process
personal data on the data user's behalf, the data
user must adopt contractual or other means to
prevent any personal data transferred to the data
processor from being kept longer than is
necessary for processing of the data
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Principle 3 — Use of personal data

- personal data shall not, without the prescribed
consent of the data subject, be used for a new

purpose v R
Y o
New purpose: \_ ‘
« any purpose other than the purposes for which -
they were collected or directly related purposes ,~ [ ¥ ‘

- allow a “relevant person” to give prescribed
consent for the data subject under specified

conditions
N HRWEP
F e/ l@lo
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Principle 4 — Security of personal data

all practicable steps shall be taken to ensure that personal
data are protected against unauthorized or accidental access,
processing, erasure, loss and use

~ /
~
~
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security in the storage, processing and transmission of data

if a data user engages a data processor to process personal &
data on the data user’s behalf, the data user must adopt
contractual or other means to prevent unauthorized or
accidental access, processing, erasure, loss or use of the data
transferred to the data processor for processing
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Principle 5 — Information to be generally available

I Transparency

Data users have to provide: - (
policies and practices in relation to personal REGUL
data; 1
the kind of personal data held;

the main purposes for which personal data are
used

(a)

(b)
(c)
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Principle 6 — Access to personal data

s=smmmmm Rights of data subjects
A data subject shall be entitled to :

i. request access to his/her personal data ; data user may charge a fee
for complying with the data access request

ii. request correction of his/her personal data

¢ If the data user holds the relevant personal data, it should supply a copy
of the requested data within 40 calendar days after receiving the DAR
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2. Personal Information Collection
Statement (PICS)
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What is a Personal Information Collection
Statement (PICS)?

a statement given in compliance with the requirements
of the DPP1(3)

should be given to a data subject on or before
collecting personal data directly from that data

subjects

to notify individuals of certain matters when collecting
such information from them - a statement of a certain
limited content given in relation to specific collections
of recorded information from individuals about

themselves

“» Advice: to provide written PICS

WA VE R R B R AW
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Guidance on Preparing

N O

Personal Information Collection Statement and

Privacy Policy Statement

Introduction

This Guidance Note serves as a general
reference for data users when préparing
Personal Information Collection Statement
("PICS") and Privacy Policy Statement
(“PPS”). Both PICS and PPS are important
taols used respectively for complying with
the requirements of Data Protection Principle
(“DPP")1(3) and DPP5 under the Personal Data
(Privacy) Ordinance (the “Ordinance”).

The legal requirements

DPP1(3) specifies that a data user, when
collecting personal data directly from a data
subject, must take all reasonably practicable
steps to ensure that:

(a) the data subject is explicitly or implicitly
informed, on or before the collection of
his personal data, of whether the supply
of the personal data is voluntary or
obligatory (if the latter is the case, the
consequence for the individual if he does
not supply the personal data); and

DPP5 requires a data user to take all reasonably
practicable steps to ensure that a person can
ascertain its policies and practices in relation
to personal data and is informed of the kind
of personal data held by the data user and the
main purposes for which personal data held by
a data user is or is to be used

What is personal data?

“Personal data” is defined under the Ordinance
to mean any data

(@) relating directly or indirectly to a living
individual;

(b) from which it is practicable for the
identity of the individual to be directly or
indirectly ascertained; an

() in aform in which access to or processing
of the data is practicable

Data users often specifically collect or access
a wide range of personal data of individuals
whose identities they intend or seek to
ascertain. They should be mindful, however,

() the data subject is explicitly informed:  that in some other cases the information they
on or before the collection of his 1,0 collected, in its totality, could be capable
personal data, of the purpose for 5o nhifving individuals, For example, a
which the personal data is ta be used e
N usiness may collect information about the
and the classes of persons to whom  P*iness may collect informatto
the personal data may be transferred; inds of goods and services that their customers
nd purchase and subscribe so that it could track
the shopping behaviour of its customers for
(i) on or before the first use of the promoting goods and services that are of
personal data, of the data subject’s interest to selected groups of customers,
rights to request access to and
correction of the personal data, and
the name (or job title) and address of
the individual who is to handle any
such request made to the data user.
Guktance on Preparing Parsonsl Informaton Callecton Statement and Prvacy Polcy Sttement i ayzors
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== \\/hat goes into a PICS?

1.
2.

Statement of purpose;

Statement as to whether it is obligatory or
voluntary for the individual to supply his personal
data;

Statement of possible transferees;

Statement of rights of access and correction;

Notice of contact person for requesting access or
correction

Personal Information
Collection Statement (Sample)

Company ABC
Personal Information Collection Statement

The personal data collected in this job application form will be used by us to assess your
suitability to assume the job duties of the position for which you have applied and ta
determine preliminary remuneration, bonus payment, and benefits package to be discussed
with you subject to selection for the position

Personal data marked with (*) on the application form are regarded as mandatory for selection
purposes, Failure to provide these data may influence the processing and outcome of your
application.

It is our policy to retain the personal data of unsuccessful applicants for future recruitment
purposes for a period of two years. When there are vacancies in our subsidiary or associate
companies during that period, we may transfer your application 1o them for consideration
of employment.

Under the Personal Data (Privacy) Ordinance, you have a right to request access ta,
and to request correction of, your personal data in relation to your application. If you
wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or {ermail).
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For Job
Application

Personal Information
1. Statement of Purpose Collection Statement (Sample)

* astatement of the purposes for : Company ABC

. . Persanal Information Collection Statement
which personal data will be used
. . The personal data collected in this job application form will be used by us to assess your
fOI IOWI ng COI Iect I O n suitability to assume the job duties of the position for which you have applied and to

determine preliminary remuneration, bonus paymeant, and benefits package to be discussed

with you subject to selection for the position.

Parsonal data marked with (*) on the application form are regarded as mandatory for selection

[ 4
[
A dV’Cec purposes, Failure to provide these data may influence the processing and outcome of your
application.

’:’ Sh O UId no t be too Vag ue an d tOO It is cur policy to retain the personal data of unsuccessful applicants for future recruitment

purposes for a period of two years. When there are vacancies in our subsidiary or associate

Wide in Scope companies during that period, we may transfer your application to them for consideration

of employment.

Under the Personal Data {Privacy) Ordinance, you have a right to request access to,
and to request correction of, your personal data in relation to your application. If you
wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or femail}.

/




2. Statement as to whether it is obligatory or voluntary
for the individual to supply his personal data

* inform the individual whether it is
obligatory or voluntary for him/her
to supply personal data

* inform him/her of the consequences
of failure to supply his personal data

Company ABC
Personal Information Collection Statement

The personal data collected in this job application form will be used by us to assess your
suitability to assume the job duties of the position for which you have applied and to
determine preliminary remuneration, bonus paymeant, and benefits package to be discussed
with you subject to selection for the position.

Parsonal data marked with (*) on the application form are regarded as mandatory for selection

purposes. Failure to provide these data may influence the processing and outcome of your

application.

It is our policy to retain the personal data of unsuccessful applicants for future recruitment
purposes for a period of two years. When there are vacancies in our subsidiary or associate
companies during that period, we may transfer your application to them for consideration
of employment.

Under the Personal Data {Privacyl Ordinance, you have a right to request access to,
and to request correction of, your personal data in relation to your application. If you
wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or femail}.

/




3. Statement of possible
transferees

* declare the classes of persons to
whom personal data collected from
the data subjects may be transferred
or disclosed

Advice:
¢ avoid using broad and general
terms

For Job
Application
Personal Information '

Collection Statement (Sample)

Company ABC
Persaonal Information Collection Statement

The personal data collected in this job application form will be used by us to assess your
suitability to assume the job duties of the position for which you have applied and to
determine preliminary remuneration, bonus payment, and benefits package to be discussed
with you subject to selection for the position.

Parsonal data marked with (*) on the application form are regarded as mandatory for selection
purposes, Failure to provide these data may influence the processing and outcome of your
application.

It is our policy to retain the personal data of unsuccessful applicants for future recruitment

purposes for a period of two years. \Whenthers ate vacanciesio our subsidiany or associate

i | | ; r r 1l
of emplayment.

Under the Personal Data {Privacy) Ordinance, you have a right to request access to,
and to request correction of, your personal data in relation to your application. If you
wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or femail}.




3. Statement of possible transferees

== examples of ill-defined data transferees:

Example 1

...any other persons under a
duty of confidentiality to our
company...

Example 2:

...any company within our Group,
our respective subsidiaries and any
company in which the same has an

interest...
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4. Statement of rights of access and correction

7
Company ABC

o tO |nf0rm the data su bjECt that Personal Information Collection Statement
h e/s h e h a S t h e rig ht to req u est The personal data collected in this job application form will be used by us to assess your

suitability to assume the job duties of the position for which you have applied and to
determine preliminary remuneration, bonus paymeant, and benefits package to be discussed

a Ccess to a n d CO rre Cti O n Of with you subject to selection for the position.

h . h I d h . Parsonal data marked with (*) on the application form are regarded as mandatory for selection
I S e r p e rS O n a ata t a t I S purposes, Failure to provide these data may influence the processing and outcome of your

application.

h e I d by t h e d ata u Se r It is cur policy to retain the personal data of unsuccessful applicants for future recruitment

purposes for a period of two years. When there are vacancies in our subsidiary or associate
companies during that period, we may transfer your application to them for consideration
of employment.

Under the Personal Data {Privacy) Ordinance, you have a right to request access to

and to request correction of, your personal data in relation to your application. If you

wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or femail}.

/




5. Notice of contact person for requesting access or
correction

Company ABC
Persaonal Information Collection Statement

* to provide the name (or job title)
and contact details of the g o e i s 1 e oo o s v s st

determine preliminary remuneration, bonus paymeant, and benefits package to be discussed

indiViduaI Who iS responSibIe for with you subject to selection for the pasition.

Parsonal data marked with (*) on the application form are regarded as mandatory for selection

H . Failure 1 ide these dat infl th i d out f
h a n d I I n g a ny d ata a Ccess a n d :ggla;z::zn allure 10 provide these data may influence the precessing and outcome or your
d ata CO r re Ct i O n re q u e StS It is cur policy to retain the personal data of unsuccessful applicants for future recruitment

purposes for a period of two years. When there are vacancies in our subsidiary or associate
companies during that period, we may transfer your application to them for consideration
of employment.

Under the Personal Data {Privacy) Ordinance, you have a right to request access to,
and to request correction of, your personal data in relation to your application. If you
wish to exercise these rights, please complete our "Data Access Request Form”
and forward it to our Data Protection Officer in the Human Resources Department at

(company address) or femail}.

/




Preparation of Personal Information Collection Statement

Practical Tips

Design the layout of PICS (including font size, spacing and use of appropriate highlights)
in an easily readable manner
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3. Privacy Policy Statement
(PPS)
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What is a PPS?

a statement given in compliance with the requirements of
the DPP5

should be made available to anyone at ALL TIMES, in an
easily accessible manner

wider scope which may includes data retention policy, data
security measures, data breach handling and use of special
tools

includes Statement of policy and Statement of practices

EBEAENALRBREELE
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What goes into a PPS?
— Statement of policy

* To Express a data user’s overall commitment in protecting the
privacy interests of the individuals who provide information
about themselves to the data user

Example:

“We are committed to protecting the privacy, confidentiality and security of the
personal information we hold by complying with the requirements of the PD(P)O with
respect to the management of personal information. We are equally committed to

ensuring that all our employees and agents uphold these obligations.”

EREAEHARBEERE
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What goes into a PPS?

s Statement of practices

* Toinclude the kind of personal data held by the data user and
the purposes for which it uses the data

Example 1:

“We will not provide your personal data to third parties for direct marketing or
other unrelated purposes without your consent.”

Example 2:

“Your personal details, job particulars, salary and benefits, appraisal and disciplinary

records collected and held by us will be used for the purpose of human resource
management.”

N 3R L
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Recommended good practices — content of PPS

. Not advised to collect personal data from minors (particularly those who are
Pincapable of making an informed decision) without prior consent from a person with
parental responsibility for the individual

EREAAGHABREELNE
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Recommended good practices — content of PPS

State clearly what personal data will be transferred to such third parties and how
such third-parties will ensure protection of the personal data collected

State the policy on handling data subject’s requests to access and to correct their

personal data

BRBEAERLBEELE
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Recommended good practices — format of PPS

e User-friendly language and presentation
* Layered presentation

EREAEHARBEERE
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4. Privacy Management Programme
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~ Privacy Management Programme

mRETERAE=
. A Best Proctice Guide ¢

www.pcpd.org.hk//english/resources_centre/
publications/files/PMP_guide_e.pdf
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https://www.pcpd.org.hk/english/resources_centre/publications/files/PMP_guide_e.pdf

Hong Kong — Privacy Management Programme

Privacy risk

management a
A paradigm

shift

Top-down o

business Not a legal
imperative requirement
{ ) 31
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Paradigm Shift

Compliance Approach Accountability Approach

e Passive e Active
* Passive e Proactive
* Remedial .

Preventive

Problem-based

Based on customer expectation

Handled by compliance team

Directed by top-management

Minimum legal requirement Reputation building

e Bottom-up e Top-down

/ _ \ /32
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The Best Practice Guide does not...

Constitute a
Code of Practice
under s.12 of the

\ Ordinance

~_

Provide a “one- size-\B
f|ts all” solution

Provide direct
guidance for
compliance with
specific provisions
of the Ordinance

—

e O
- Impose

- —( prescriptive

\ obligations

N

-
N #* 'R B
F o l@ Q
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Benefits of implementing a PMP

You understand how privacy and data protection fit in to your overall business strategy

There is a clear understanding of what data is held, where is it and who has access to it
You know how well you are protecting the data, and where you are not

The risks introduced to the data by third parties are well understood and managed

The data is being used for the purpose that you have committed to, and nothing more

Minimise the risks of data breaches

EREAEHARBEERE
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Major Components of a PMP

1.2 Appointment of Data
Protection Officer/
Establishment of Data
Protection Office

1.3 Establishment
of Reporting
Mechanisms

ERBEAERLBEELE
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1. Organisational Commitment:

1.1 Buy-in from the Top

* Top management should:
— endorse the PMP
— appoint Data Protection Officer(s) (“DPO”)
— allocate sufficient budget and manpower for implementation
— actively engage in the review and assessment process

EREAEHARBEERE
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1. Organisational Commitment:

1.2 Data Protection Officer/Office

Role

e Establish and implement programme controls

* Coordinate with other appropriate persons responsible for related
disciplines and functions within the organisation

* Be responsible for the ongoing assessment and revision of programme
controls

* Represent the organisation in the event of an enquiry, an inspection or
an investigation by the Commissioner

 Advocate personal data protection within the organisation itself

SR-E] [ ] : e
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1. Organisational Commitment:

1.2 Data Protection Officer/Office

e Be a senior staff member
* May or may not be a full-time job
 May be supported by dedicated staff (Data Protection Office)

 (for larger organisations) Ideal to have a data protection
coordinator in each major department to assist the DPO in the
implementation of the PMP

e Large organisation VS. small organisation

SR-E] [ ] : e
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1. Organisational Commitment:

1.3 Reporting

* Clear line of reporting effectively reaches top management
(e.g.: Board of Directors)

e Assurance programme must be in place so that the day-to-day
effectiveness and compliance issues can be reported

* Effectiveness and compliance of the PMP is communicated to top
management regularly

(PCPD]
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1. Organisational Commitment:

1.3 Reporting

Board of
Director / CEO

Data

ProttE_ction Assistants or
Officer supporting staff

DP Coordinator

(Operation DP Coordinator DP Coordinator DP Coordinator
(Admin Dep’t) (Finance Dep’t) (HR Dep’t)

ERBEAERLBEELE
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Major Components of a PMP

2. Programme Controls

( 2.1 Personal Data ..l 2.2 Internal Policies on { 2.3 Risk Assessment
Inventory Personal Data Handling Tools

™y 'S I
[2.4 Training, Education 2.5 Handling of Data

and Promotion Breach Incident
W, Y
™y 'S ™y
2.6 Data Processor o
«ses| 2.7 Communication
Management N |
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2. Programme Controls:

2.1 Personal Data Inventory

An organisation should
* be clear about:
— what kinds of personal data it holds
— where the personal data is stored
— why the personal data is collected
— what are the limitations on the use of the personal data
(e.g.: direct marketing)
— what is the retention period
e and properly document the above 42

Sl C N e =
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2. Programme Controls:

2.2 Policies

 Develop and document internal policies that address obligations
under the PD(P)O:
— Policy for handling of customers’ personal data
— Human resources management policy (include employee monitoring)
— Policy for outsourcing
— IT and data security policy
— CCTV policy
— Policy for handling data access request from law enforcements, etc.
* Training or briefing to relevant employees
e Update and re-circulate the policies regularly

) # 3 E] ] :
EREAEHLBEELE
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2. Programme Controls:

2.3 Risk Assessment Tools

* Periodic Risk Assessment
* Privacy Impact Assessment (“PIA”)

EREAEHARBEERE
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2. Programme Controls:

2.4 Training and Education

PCPD

i=3f

Tailored to specific needs of relevant employees
(i.e. those handling personal data)

Be given to new employees in its induction programme and periodically
thereafter

Cover organisation’s policies and procedures
Be delivered in an appropriate and effective manner
Circulate essential information to relevant employees as soon as practical if an

urgent need arises Education
. and
Monitor and keep records for attendance @mi“ﬁ,
45
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2. Programme Controls:

2.5 Breach Handling

* Breach handling and notification procedure in place

Information

gathering Notification

*Set out procedures and designate officer(s) to manage data
breaches

ERBEAERLBEELE
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2. Programme Controls:

2.6 Data Processor Management

* Data processor is a person who:
(a) processes personal data on behalf of another person; and
(b) does not process the data for any of the person’s own purposes
 Must adopt contractual or any other means to prevent:
— personal data transferred to the data processor from being kept longer
than is necessary for processing of the data (DPP2(3))
— unauthorised or accidental access, processing, erasure, loss or use of the
data transferred to the data processor for processing (DPP4(2))
 Adata usersis liable to the act and practice of its data processor (S5.65(2))

) # 3 E] ] :
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2. Programme Controls:

2.7 Communication

Communication should be:

readily available to clients, employees and other stakeholders
clear, comprehensive, concise and easily understandable
not simply reiteration of the PD(P)O

Information to be covered:

purpose of collection

potential transferees

retention period

data security measures

data subjects’ right to access and correction of data
rson for privacy-related issues
@ [l EBEASHLEEENE

Office of the Privacy Commissioner
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Major Components of a PMP

Jd
(EN)
3. Ongoing Assessment and Revision

3.1 Development of an Oversight | | 3.2 Assessment and Revision of
and Review Plan Programme Controls

ERBEAERLBEELE
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Key Steps

Structure Establish
the team the

framework

Implement
(when)

(what)e >
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“Trust is the new gold.”

Andrea Jelinek,
Chair of European Data Protection Board

ERBEAERLBEELE
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4. Data Ethics

ERBEAERLBEELE
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Data is the lifeblood of the data-driven economy

Internet of Things,
online shopping,
social media, etc.

P PCPD.org.hk

Impact on privacy

and other rights &
interests

Innovation, automated
decision making,
improvement in quality
and efficiency

Big-data analytics,
machine learning
and artificial
intelligence



Risks of Al & Big Data

Feed Improve

Machine Artificial

Big Data Learning Intelligence
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Confllcts of Blg Data and Al W|th Prlvacy Pr|nC|pIes

Data L " Transparency
Minimisation o & 3
£y S i | '.:.;,\ Explamablllty 11[3(L
b e i CS 20 b e DL
Purpose |1 & o s S 251 Accuracy of
Specification | & ' data

* May impact fundamental human rights beyond privacy intrusions
(e.g. freedom of speech, free election)
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Excessive collection of personal data by Apps

What data do APPs ask permissions for?
87%

think smartphone APPs 62%

(o]
collect unnecessary 48% 399% 39%
personal information I . . 259%

Location  Contacts Call Record SMS Record Webcams Microphone
Data

67.2% respondents

Source: China Consumers’ Association ‘Report on Personal Data Leakage from APPs’ (August 2018)
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Turn on face recognition if you want
us to use this technology

If you turn this setting on, we'll use face
recognition technology to understand
when you might appear in photos, videos
and the camera to do things such as help
protect you from strangers using your
photo, find and show you photos that
you're in but haven't been tagged in, tell
people with visual impairments who's in a

you may want to tag. Select Accept and
Continue to turn on face recognition or )
Manage Data Settings to keep it turned
off.

What's collected?

{ MANAGE DATA SETTINGS ]

ACCEPT AND CONTINUE

Source: Norwegian Consumer Council — “Deceived by Design” (June 2018)

Apps used “dark patterns” to discourage
users from exercising their privacy rights:

 Making the least privacy-friendly settings as the default
settings

* Making the alternative privacy settings difficult to navigate

* Using eye-catching buttons for less privacy-friendly options

* Emphasize the positive aspects of less privacy-friendly
options, glossing over potential privacy risks

* Falsely claiming that not accepting the default option
would affect the functionality

58
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Doxxing
What is doxxing?

» collecting personal data of the target person(s) or
related person(s) (such as family members,
relatives and friends)

« commonly by online search engines, social
platforms and discussion forums, public registers,
anonymous reports, etc., and publish on the
Internet, social media or other public platforms
(such as public places)

N %2 ]
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The provision related to doxing in the PD(P)O

* Doxxing acts may constitute contravention of the PD(P)O

— Section 64 of the PD(P)O provides that a person commits an offence if
the person discloses any personal data of a data subject which was
obtained from a data user without the data user’s consent, with an
intent to obtain gain, or causes psychological harm to the data subject

* Contravention of section 64 of PD(P)O bears
serious consequences. On conviction, the
maximum penalty is a fine of HK$1,000,000 and §
imprison ment for 5 years iﬁn_,,;_;"js gl Ry ﬁU% b ) Kol -

DOXXing acy law.
" W ‘ 7 tthlm?’é Btriar e
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Doxxing acts may be subject
to civil liabilities
Doxxing brings anxiety and
psychological distress to the victims
which puts heavy pressure, burden and

even harm both emotionally and
psychologically

The reputation of the victims is also
damaged. Victims can file a civil lawsuit
to seek compensation from the doxxers

61
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Doxxing acts may involve other offences

* Breaching injunction order may be charged of contempt of court
and subject to an immediate custodial sentence FNJUNC“ONJ

For example:
1. Injunction order (HCA 1957/2019) Doxxing and Harassment against Police Officers,

Special Constables and their Families

2. Injunction order (HCA 2007/2019) Promotion, Encouragement and Incitement of
the Use or Threat of Violence via Internet-based Platform or Medium

3. Injunction order (HCA 1847/2020) Doxxing and Harassment against Judicial
Officers and their Families

- Depending on the circumstances of the case, doxxing acts may also involve criminal
intimidation related to use of computer or forgery of documents 62
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Data Ethics & Trust

Data
Consumers .
service / 3 Businesses/
i “ organisations
receivers LY

Ethical Obligations
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Accountability & ethics as a bridge between law and expectation

Accountability & Data Ethics

Technology development

4

Public expectation

L)

Vast amount of data

collected & processed
64

Legislation
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Ethics, Laws, & Accountability

Accountability

Laws

Ethics —

Extended obligation to ensure
compliance with laws

Legal obligations, usually based on
communal values

Communal values shared by the
public in general, guiding our daily
living

EREAEHARBEERE
Office of the Privacy Commissioner
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Ethics, Laws, & Accountability

 Meeting expectations of all
stakeholders
(i.e. multi-stakeholder approach)

* Conform with communal values
shared by the public in general
(i.e. more than legal compliance)

LN v’
\\X//
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Ethics, Laws, & Accountability

Comply with legal requirements
wEE (e.g. PD(P)O, GDPR, etc.)

EREAEHARBEERE
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Ethics, Laws, & Accountability

D
Accountability Data Breach
(Policies and measures Handling
to ensure compliance
with laws)
... and more

68
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Paradigm Shift

Data Custodian

Fiduciary:

e Acting on behalf of another person

* Acting for the benefit of that other person

* Oweing to that other person the duties of good faith and trust

EREAEHARBEERE
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Fair
Enforcement

Ethics
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“Ethical Accountability Framework for Hong Kong China”
REPORT OF LEGITIMACY OF DATA PROCESSING PROJECT

REPORT OF LEGITIMACY OF DATA PROCESSING PROJECT

| |
wn
on
j \nfirgggmab\\&% v
/ Foundation ... s

il work for
| Accoumab\\\ty Frz}n;e
s Hong Kong Chini

the Office of the Privacy
14
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Multi-stakeholders’ Approach — Three Core Values

- Be transparent

1. Respectful

- Control by individuals

3 Data - Identify and assess risks and
Stewa rdship 2. Beneficial benefits to all stakeholders

Values - Mitigate risks

- Avoid bias, discrimination and
other inappropriate actions

PCPD
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Multi-stakeholders' Approach — Two Assessment Models

1. Ethical Data Assess the impact of data
Impact processing activities on all

p Assessment stakeholders

Assessment
Models

Evaluate the integrity of
2. Process . .. ,
organisations’ data

\/ QUL stewardship programme

F]
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Data Ethics

Review the

et data system and
management on process

a cradle-to-grave
Think, planand  pisisin an regularly

execute with institutional
multi- system and
:5takeho|ders’ process
interests
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Privacy

Data Ethics - Implementation

Step 1: Analyse the business objective and purpose of the data
processing activity

Step 2: Assess the nature, source, accuracy and governance
of the data

Step 3: Conduct impact assessment, i.e. risks and benefits to
the individuals, the society and the organisation itself

A —
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Office of the Privacy Commissioner
for Personal Data, Hong Kong




Benefits
Enhance

With Earn

Ethical Data Trust from I
Management Stakeholders B

Competitiveness
76
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GUIDE TO

DATA PROTECTION
BY DESIGN

FOR ICT SYSTEMS

pdpc:=

https://www.pcpd.org.hk//engli
sh/resources_centre/publication

s/files/Guide_to_DPbD4ICTSyste
ms_May2019.pdf

EIS omatlon
’ Accounta Mtgr
Foundat\on .

Ethical Accountability Framework for
Hong Kong, China

A Report prepared for the Office of the Privacy
Commissioner for Personal Data

Analysis and Model Assessment Framework

https://www.pcpd.org.hk/mi

sc/files/EthicsReport_combin

LEEERMR

Privacy Management Programme
mETERIES]
A Best Proctice Guide

https://www.pcpd.org.hk//eng

lish/resources_centre/publicati

ed.pdf

ons/files/PMP_guide_e.pdf

77
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https://www.pcpd.org.hk/english/resources_centre/publications/files/Guide_to_DPbD4ICTSystems_May2019.pdf
https://www.pcpd.org.hk/misc/files/EthicsReport_combined.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/PMP_guide_e.pdf
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From Principles to Practice —

SME Personal Data Protection Toolkit

PCPD

https:

Information Leaflet
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Privacy Commissioner
Hong Kong

Data Ethics for Small and Medium

Enterprises

Preamble

In a data-driven economy, small and medium
enterprises (SMES”), including tech start-ups,
increasingly use persanal data of customers as an
asset in operating and advancing their businesses
The rapid development in information and
communications technology, particularly advanced
data processing activities (including big data
analytics and artificial intelligence), present business
opportunities but at the same time challenges
privacy and data pratection.

It is not in dispute that personal data belongs
to the data subjects. SMEs that derive benefits
from personal data should ditch the mindset of
conducting their operations to merely meet the
minimum  regulatory requirements only. They
should instead be held to a higher ethical standard
that meets stakeholders' expectations alongside
the requirements of laws and regulations. Data
ethics can therefore bridge the gap between legal
requirements and stakeholders’ expectations.

In fact, ethical use of personal data makes good
business sense. Respectful, beneficial and fair use
of customers’ personal data can improve business
reputation and enhance stakeholders’ confidence.
This leaflet airns to help SMEs understand the means
to implement data ethics. When SMEs develop an
assessment process to ensure that personal data
is processed ethically, individuals will have greater
confidence in their data being protected. In turn,
customers'trust will grow and become a competitive
edge of the SMEs. Under the trend of service and

product personalisation and mobilisation in the
future smart society, enterprises will benefit by
grasping and implementing data ethics.

Three Core Values of Data Ethics

SMEs are encouraged to handle personal data
pursuant to three core values, namely being
Respectful, Benefi and Fal

Respectful®

e SMEs should be accountable for conducting
advanced data processing activities

SMEs should consider the expectations of the
individuals to whom the data relate and/or
impacted by the data use

SMEs should consider all parties that have
interests in the data

Decisions made about an individual and the
relevant decision-making process should be
explainable and reasonable

individuals should be able to make inquiries,
obtain explanation and appeal against
decisions on the advanced data processing
activities that imnart them

Respectiul value is consistent with Data Protection Principles [DPP3) 1, 3,5 and 6 in Sche

Ordlinance (Chagte1 486 of the Laws of Hang Kong).

Data Ethics for Small and Medium Enterprises

A VR R GE U EL A
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance on Preparing

Note

Personal Information Collection Statement and

Privacy Policy Statement

Introduction

This Guidance Note serves as a general
reference for data users when preparing
Personal Information Collection Statement
(“PICS") and Privacy Policy Statement
(“PPS”"). Both PICS and PPS are important
tools used respectively for complying with
the requirements of Data Protection Principle
(“DPP")1(3) and DPP5 under the Personal Data
(Privacy) Ordinance (the “Ordinance”).

The legal requirements

DPP1(3) specifies that a data user, when
collecting personal data directly from a data
subject, must take all reasonably practicable
steps to ensure that:

(a) the data subject is explicitly or implicitly
informed, on or before the collection of
his personal data, of whether the supply
of the personal data is voluntary or
obligatory (if the latter is the case, the
consequence for the individual if he does
not supply the personal data); an

(b)  the data subject is explicitly informed:

(i) on or before the collection of his
personal data, of the purpose for
which the personal data is to be used
and the classes of persons to whom
the personal data may be transferred,
and

(ii) on or before the first use of the
personal data, of the data subject’s
rights to request access to and
correction of the personal data, and
the name for job title) and address of
the individual who is to handle any
such request made to the data user.

DPP5 requires a data user to take all reasonably
practicable steps to ensure that a person can
ascertain its policies and practices in relation
to personal data and is informed of the kind
of personal data held by the data user and the
main purposes for which personal data held by
a data user is or is ta be used.

What is personal data?

“Personal data” is defined under the Ordinance
to mean any data:.

a) relating directly or indirectly to a living
individual,

(b) from which it is practicable for the
identity of the individual to be directly or
indirectly ascertained; and

() in a form in which access to or processing

of the data is practicable

Data users often specifically collect or access
a wide range of personal data of individuals
whose identities they intend or seek to
ascertain. They should be mindiul, however,
that in some other cases the information they
have collected, in its
of identifying indiv
business may colles
kinds of goods and s¢
purchase and subscr
the shopping behav
pramoting goods a
interest to selected gr

Guidsnce on % vy

.org.hk/tc_chi/resour
ces_centre/publications/books/files/sm

https://www.pcpd.org.hk//english/resource
s_centre/publications/files/GN_picspps_e.p 78

https://www.pcpd.org.hk/english/reso
urces_centre/publications/files/dataet
hics_en.pdf
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https://www.pcpd.org.hk/english/resources_centre/publications/files/dataethics_en.pdf
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Data Protection Officers’ Club

(Membership Application)

By becoming a DPOC member, you will:

=
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https://www.pcpd.org.hk/m

« advance your knowledge and practice of data privacy

isc/dpoc/files/AppForm_19

compliance through experience sharing and training;

20_NewMembers.pdf

* enjoy 20% discount on the registration fee for PCPD’s
Professional Workshops;

* receive updates on the latest development in data privacy via
regular e-newsletter

As a DPOC member, your organisation’s name will be published
on DPOC membership list at PCPD’s website, demonstrating
your commitment on personal data protection to your existing
and potential customers as well as your stakeholders.
Membership fee: HK$350 per year

Enquiries: dpoc@pcpd.org.hk



mailto:dpoc@pcpd.org.hk
https://www.pcpd.org.hk/misc/dpoc/files/AppForm_1920_NewMembers.pdf
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Special Work
Public Services from 15 September 2020
PCPD revised the "Guidance on Collection and Use of Biometric
Data"

Ms Ada CHUNG the Privacy
Personal Data, Hong Kong
For Individuals For Organisations

Think Privacy! Be Smart Online. EU General Data Protection

Using Computers and the Intemet Regukation

(1)

Contact Us

Hotline
Fax
Website
E-mail
Address

OO 0O O

2827 2827
2877 7026
www.pcpd.org.hk

communications@pcpd.org.hk
1303, 13/F, Dah Sing Financial Centre,

248 Queen’s Road East,
Wanchai, HK
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This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence,
you are free to share and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy

Commissioner for Personal Data, Hong Kong. For details, please visit creativecommons.org/licenses/by/4.0.
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Q & A session
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