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Focus of the talk

 Exemptions of the Ordinance, e.g. Section 58
* Handling of data breach

* Proper way of conducting direct marketing &
privacy impact assessment
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Privacy right is not absolute

. Hong Kong Bill of Right Personal Data (Privacy)
R Ordinance (BORO) Ordinance (PDPO)

e Article 30: “... No department e Section 5: “In time of public e Part 8: Exemptions, e.g.
or individual may, on any emergency which threatens o Exempted from use
grounds, infringe upon the the life of the nation and the limitation (i.e. DPP 3) if
freedom and privacy of existence of which is officially application of DPP 3 would
communication ofresidents proc/aimedl measures may be Iikely to prejudice the
except that the relevant be taken derogating from specified purposes, such
authorities may inspect the Bill of Rights to the as
communication in accordance extent strictly required by > Section 57: Security of
with legal procedures to meet the exigencies of the Hong Kong
the needs of public security or situation, but these measures > Section 58: Prevention
of investigation into criminal shall be taken in accordance or detection of crimes,
offences.” with law.” etc.

» Section 60B: Legal
proceedings
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Exemptions

Section 58 — Crimes, etc.

* Examples under section 58(1) :
O Prevention or detection of crime (section 58(1)(a))
O Apprehension, prosecution or detention of offenders (section 58(1)(b))
O Prevention, preclusion or remedying (including punishment) of unlawful or
seriously improper conduct, or dishonesty (section 58(1)(d))

* To satisfy the prejudice Test (section 58(2)):
O Whether disclosure of the personal data would likely prejudice the above

purpose

* Confine to offence under the laws of Hong Kong

* Exempt from compliance with DPP 3 (use) and DPP 6 (access request) 4
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Section 58 — Crimes, etc.@-n pt.ons ;li | ; i i
e Seriously Improper Conduct

O Breach of a tortious duty for failure to maintain a canopy in a safe condition
(Lily Tse Lai Yin & Ors v The Incorporated Owners of Albert House & Others
[1999] 1 HKC 386) v/

O Serious indebtedness of an officer of a law enforcement agency (AAB
No.5/2006) X

O Failure to honour a cheque, without evidence of fraud or dishonesty (AAB
No.14/2004) X
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£
Exemptions gjfves

Section 58 — Crimes, etc. .
C;[f Ynformation

* Practical Tips

O How to respond to an enquiry from a law enforcement agency for
personal data of your customer / client?

» Assess whether there are reasonable grounds for believing, at the
material time, that non-provision of the requested material would
be likely to prejudice the purpose (e.g. for detection or prevention
of crime or seriously improper conduct).

» determine from all circumstances of the case (such as the nature of
the material so requested) whether there is any other channel
where such material could be obtained, etc. 6
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@nptions

O Before data user invokes the exemption, it would be prudent for the
data user to make further enquiries to the requestor as to:

Section 58 — Crimes, etc.

1) the purpose for which the personal data is to be used

2) the reason why the personal data concerned is relevant to or
necessary for the purpose

3) the reason why the data subject’s consent is not obtained by the
agency

4) whether the personal data can be obtained from other source;
5) in particular, how the application of DPP3 would be likely to
prejudice the purpose

"
semiannEsase (> é)

Office of the Privacy Commissioner

for Personal Data, Hong Kong C L]
Fi# - M@ - HEE
GUARDIAN - PRIVACY - 25 YEARS




Exemptions

Section 59 — Public health

Personal data relating to the physical or mental health of the data
subject is exempt from the application of DPP6 / DPP3
If such application would be likely to cause serious harm to the physical
or mental health of:

* the data subject; or E

* any other individual »

Disclosure of patient’s condition to employer without patient’s consent
(AAB No0.15/2009) v/
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Exemptions

Section 60B — Legal Proceedings

Disclosure authorised by law

 DPP3 is exempted if use of data is required or authorised by law or court order in Hong
Kong (section 60B(a))

Legal proceedings, etc.

 DPP3 is exempted if use of data is:

» Required in connection with legal proceedings in Hong Kong (section 60B(b)) (i.e.
where proceedings have been commenced)

» Required for establishing, exercising or defending legal rights in Hong Kong
(section 60B(c)) (i.e. where proceedings are contemplated) 9
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How to handle a data breach?
1. What is a data breach?

* A suspected breach of ﬁ:g';?:;::d"t?‘?g;'i’:;“
data security of personal of Breach Notifications, 1, 5~
data held by a data user el

* Exposing the data to the

P risk of unauthorized or
accidental access,

processing, erasure, loss
or use

* May amount to _ ‘
contravention of DPP 4 ouon e o[

for Personal Data, Hong Kong
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Requirement of DPP4

» all practicable steps shall be taken to ensure that personal data are
protected against unauthorized or accidental access, processing,
erasure, loss and use

e security in the storage, processing and transmission of data

* if a data user engages a data processor to process personal data on
the data user’s behalf, the data user must adopt contractual or
other means to prevent unauthorized or accidental access,
processing, erasure, loss or use of the data transferred to the data
processor for processing

@__.Trﬁ:
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Common types of data breach

1. Loss of documents and USB

2. Improper setting of IT system or Hacking

3. Wrong (e)mailing address

4. Staff's integrity and prudence

5. Improper disposal of documents

ED S

Fi
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How to handle a data breach?
2. What should be done?

o) | =T d(aF=aTai e ]dn ELL T B \When? Where? How? How many?
immediately What (cause + kinds of personal data involved)
Contacting th_e interested Police? Internet companies? IT experts?
parties

ANe Lo oa il P-elo] 1 = 11310151318 Stop the system? Change password? Technical
security measures assistance? Keeping evidence? Data processors?

. Personal safety? Identity theft? Financial loss?

Assessing the harm e Rl
Damage to reputation?

(006 (o [T g1 =R d g [NV P80 88 Real risk of harm is reasonably foreseeable
notification Notify data subjects? Notify PCPD? 13
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Give data breach notification to PCPD?

To: Privacy Commissioner for Pervonsl Data, Homg Kong r SRNARRUBYN AR

* NOT a statutory requirement | o o
« A recommended practice SR ‘“m =
How? i S e R |t

P :
* Download the “Data I:E%

Compliance & Data Breach Notification

o L e
B Enforcement
reac o l Ica Ion Adata breach is generally taken 1o be a suspacted breach of data security of parsonal dat umuw uu
DPP 4: Comt-hidgeasat user, by exposing the data to the risk of unauthorised or accidental access, processing, er
q Administalive Appesls While Itis not a statutory requirement on data users to Inform the PCPD about a data bre mhdam
secuﬂty ” ) Boards Decisions conceming the personal data held by them, data users are dvised to do 50 as a
Coue Nk practice for proper han il of such inci o«mymak Feforanch o our -Guidanca on Data raach
Handling and the Giving of Breach Notific; " before submitting a data breach notification
Data Breach Notification

e F0r submiitting a data breach notification to the PCPD, please click here to download the Data Breach
Submissions on Privacy Notification Form. You can then fil in the form by making reference to the “Notice and “Information Notes™

Emad ks

Teme ey
& ssE AA Aﬂ:

DETAILS ABOUT THE DATA BREACH free Neote 3:

H Issues contained thersin
We S I e Consultations After complating the form. please submit it and other relevant documents concerning the data breach (if any)
which you wish to provide by the following channels -

« By Post/In Person

e Submit the com P leted o A A A PSAT Y

Opening hours of Reception Counter:

form to PCPD by fax, in e

Fax number. 2877 7026

person, by fax or by post 14

]
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Data Breach Notification

it is not a statutory requirement on
data users to inform the PCPD about
a data breach incident concerning
the personal data held by them, but
data users are advised to do so as a
recommended practice for proper
handling of such incident.

-
BRBAERALEBEELE

Office of the Privacy Commissioner I:][:]@

for Personal Data, Hong Kong =
TE - AR UEH
GUARDIAN - PRIVACY - 25 YEARS



Data Breach Handling

Collecting Information Immediately

Immediate gathering of essential information for assessing
the impact on data subjects including:

* When and where did the breach take place?

* How was the breach detected and by whom?

* What was the cause of the breach?

* What kind and extent of personal data was involved?
* How many data subjects were affected?

-
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Data Breach Handling

Interested parties may include:

* The law enforcement agencies

« The relevant regulators (e.g. Privacy
Commissioner for Personal Data,
Hong Kong (the “Commissioner”))

' * The Internet companies

i * IT experts

-
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Data Breach Handling

Assessing the Harm

Assessing the potential harm caused
by a data breach, for examples:

* Threat to personal safety

* Identity theft

* Financial loss

* Humiliation or loss of dignity, damage
to reputation or relationship

* Loss of business and
employment opportunities
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Data Breach Handling
/-

7 Considering the Giving
——) of Notification

When real risk of harm is reasonably
foreseeable in a data breach, the data
user should consider:

* Notifying the affected data subjects
and the relevant parties

* The consequences for failing to
give notification

-
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Technical security measures

I— Anti-virus
(@)

'I-'_-' Firewall
O (network,

E web)

Password
standards

Role-based
access
control

Encryption

F PCPD.org.hk

B Alerts
E (SIEM)

3 Data loss
prevention

Vulnerability
scanning

Cyber
Intelligence

RESPOND

Data
preservation
Change
management
(e.g. fixing
bugs, installing
patches,
mitigating
vulnerabilities,
etc)

11111111



Security of Personal Data
How to avoid human errors

Proper

Regular quiz

training

Proper file
naming

Avoidance of auto-fill VPN in lieu of
function USB
F BRBAERALEBEELE
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Direct Marketing Regulatory Regime

Part 6A of the PDPO:
section 35A to section 35M

(to replace the original section 34)
Effective on 1 April 2013

|l:3%
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New Guidance on Direct Marketing

A HE TN RERLRL BB 2
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F

Exercising Your Right of Consent to and
Opt-out from Direct Marketing Activities

under the Personal Data (Privacy) Ordinance’

Personal Data (Privacy
nd abtair « e you | dat
1

P Q1 What s “direct marketing"?

Under the Ordinance, “direct marketing” means:

(@) the offering, or advertising of the availability, of goods, facilities or services; or

(b the salicitation of donations or contributions for charitable, cultural, philanthropic, recreational, political
or other purposes

by the following direct marketing means:

(i1 sending information or goods, addressed 1o specific persons by name by mail, fax, electronic mail or
other means of communication; or

(i) making telephone calls to specific persons.

Hence direct marketing under the Ordinance does not include unsolicited business electronic messages*

without addressing to specific persans by name and person-to-person calls being made to phone numbers
randomly generated.

< of the Ordinance. It updates and

the Unsolicited Electronic Messages Ordinance (Cap. 593) enforced by the Ofiice of the Communications

Guidance Note

EBEANRLRUALE
Privacy Commissioner
for Personal Data, Hong Kong

l New Guidance on Direct Marketing

PART 1: Introduction

takes effect, the Commissioner’s
“Guidance on’ the Collection and Use
of Personal Data in Direct Marketing”
remains fully valid.

Purpose of guidance

1.1 Direct marketing is a common business
practice in Hong Kong. It often involves
collection and use of personal data by an
organization for direct marketing itself and
in some cases, the provision of such data
by the organization to another person for ~ 1-3
use in direct marketing. In the process,
compliance with the requirements under
the Personal Data (Privacy) Ordinance (the "
“Ordinance”) is essential. This document (@)
is issued by the Privacy Commissioner
for Personal Data (the “Commissioner”)
to provide practical guidance on data
users’ compliance with the new regulatory

for direct under
the new Part VIA of the Ordinance'. It
helps data users to fully understand their
obligations as well as to promote good
practice. Data users should also make
reference to other laws, regulations,
guidelines and codes of practice that are
relevant for direct marketing purposes
insofar as they are not inconsistent with
the requirements under the Ordinance.

What is “direct marketing”?

The Ordinance does not regulate all types
of direct marketing activities. It defines
“direct marketing” as:

the_offering, or advertising of the
availability, of goods, facilities or services;
or

(b) the solicitation of donations or
contributions for charitable, cultural,
P pic, recreational, political or
other purposes,
through direct marketing means".

“Direct marketing means” is further defined to
an:

(a) sending information or goods, addressed
to specific persons by name, by mail,
fax, electronic mail or other means of
communication; or

5 Thie Gildance il take: iction e (b) making telephone calls to specific persons.

same date as the date of commencement
of Part VIA of the Ordinance (the
“commencement date”). It will supersede
and replace the Commissioner’s
“Guidance on the Collection and Use of
Personal Data in Direct Marketing” issued
in November 2012. For the avoidance of
doubt, until Part VIA of the Ordinance

1.4 Hence, “direct marketing” under the
Ordinance does not |n(|u§l} unsolicited
business electronic messages sent to
telephones, fax machines or email
addresses without addressing to specific
persons by name and person-to-person
calls being made to phone numbers
randomly generated’.

The vew Part V1 A under the Ordinance was introduced by the Personal Data (Privacy) (Amendment) Ordinance 2012. 1t will
take effect on 1 April 2013,

Section 35A(1)

Please refer 1o the Unsolicited Electronic Messages Ordinance (Cap. 593, Laws of Hong Kong) eniorced by the Ofiice of the
Communications Authority

New Guidance on Direct Marketng

BREEAERLEEENE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

i - RPE - HEA®

GUARDIAN - PRIVACY - 25 YEARS




New Guidance on Direct Marketing

Part 1: Introduction

Part 2: Collection of persona
marketing

Part 3: Use of personal data in direct marketing

Part 4. Providing personal data to another

data for direct

PART 1: Introduction

l New Guidance on Direct Marketing

Guidance Note

=, ABBALE
B lwnmm\\ sioner
¥ Personal Dats, Hong Kong

Purpose of guidance

1.1 Direct marketing is a common business

practice in Hong Kong. It often involves
collection and use of personal data by an
organization for direct marketing itself and
in some cases, the provision of such data
by the organization to another person for
use in direct marketing. In the pracess,
compliance with the requirements under
the Personal Data (Privacy) ()rdmnn(e (the

takes effect, the Commissioner’s
“Guidance on’ the Collection and Use
of Personal Data in Direct Marketing”
remains fully valid.

What is “direct marketing”?

13

The Ordinance does not regulate all types
of direct marketing activities. It defines
“direct marketing” as:

“Ordinance”) is essential. This document (@) the offering, or advertising of the
& Beued by the Fivecy T h document availability, of goods, facilities or services;
for Personal Data (the *Commissioner”) o -

(b) the solicitation of donations or

to provide practical guidance on data
users’ compliance with the new regulatory
tequirements for direct marketing under

he new Part VIA of the Ordinance'. It
helps data users 1 fully understand their
obligations as well as to promote good
practice. Data users should also make
reference to other laws, regulations,
guidelines and codes of practice that are

contributions for charitable, cultural,
philanthropic, recreational, political or
er purposes,

lhrough direct marketing means'.

“Direct marketing means” is further defined to
mean:

. . . (a) sending information or goods, addressed
relevant for direct marketing purposes e
insofar as they are not inconsistent with o o name, by mall,
the requirements under the Ordinance. i,

12 This Guidance shall take effect on the (2 Making teephane cals o speciic persons
same date as the date of commencement 1 4

Part 5: Other practical
direct marketing

guidance relating to

of Part VIA of the Ordinance (the
“commencement date”). It will supersede
and replace mmissioner’s
“Guidance on the Collection and Use of
Personal Data in Direct Marketing’
in November 2012. For the avoidance of
doubt, until Part VIA of the Ordinance

Hence, “direct marketing” under the
Ordinance does nat include unsolicited
business electronic messages sent to
telephones, fax machines or email
addresses without addressing to specific
persons by name and person-to-person
calls being made to phone numbers
randomly generated’.

The new Pat 1A under the Orlinance was inoduced by the Personal Dt (Privacy) (Amendiment Ordinance 2012. 1 wil

take effect on 1 April 2

Section 35A(1)

Please refer 10 the Unsolicited Electronic Messages Ordinance (Cap. 593, Laws of Hong Kong) eniorced by the Ofice of the

Communications Authority.

New Guidsnce on Disct Markesing

® sary 2013
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What is “Direct Marketing”?

“Direct marketing” is defined to mean:

a. the offering, or advertising of the availability, of goods, facilities or
services; or

b. the solicitation of donations or contributions for charitable, cultural,
philanthropic, recreational, political or other purposes, ©

through direct marketing means (Section 35A(1)). -y @ e

“Direct marketing means” is further defined to mean:

a. sending information or goods, addressed to specific persons by name, by
mail, fax, electronic mail or other means of communication; or

b. making telephone calls to specific persons. 25

"

BREEAERLEEENE @
Office of the Privacy Commissioner C ]

for Personal Data, Hong Kong
T - AR - HE®
GUARDIAN - PRIVACY - 25 YEARS




Regulated by PDPO ?
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Examples of DM

e A telecommunications service provider approaches
existing customers by telephone to offer upgraded
services

e A beauty salon offers a free beauty treatment by
telephone to a specific person

27
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Examples: Y DM under the PDPO

* A service provider sends an SMS to its existing customers
informing them of the impending expiration of their service
contracts and providing an enquiry hotline

 Direct mail sent to an address or the “occupant” of an
address without addressing specific persons by name

e A customer service manager introduces goods/services to a

customer face-to-face g 9
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Examples: X DM under the PDPO

e A tutorial centre creates a WhatsApp group, adds a massive
list of mobile phone numbers with the same prefix (without
knowing other personal data of the number owners) into
the group and then sends messages to group members
promoting its referral services

BRBAERALEBEELE

Office of the Privacy Commissioner

for Personal Data, Hong Kong C L]
T - AR - HE®
GUARDIAN - PRIVACY - 25 YEARS




Use of personal data in direct marketing
Steps a data user must take :

1. Inform the data subject (s.35C (2)(a))-
 Data user intends to so use the personal data
* Data user may not so use the data unless the data subject consents to it

2. Provide the data subject with the following information (s.35C (2)(b))-—
* The kinds of personal data to be used
* The classes of marketing subjects
* A channel through which the data subject may communicate his consent to the
intended use

3. Receive consent from data subject -
* Inwriting (s. 35E(1)(a)) 30
Consent given orally (s. 35E(1)(b))

BREEAERLEEENE

Office of the Privacy Commissioner
for Personal Data, Hong Kong =
@ T - AR - HE®
GUARDIAN - PRIVACY - 25 YEARS



Providing personal data to third parties

for direct marketing
Steps a data user must take :

1. Inform the data subject in writing (s.35J(2)(a))-
* Data user intends to so provide the personal data
 Data user may not so provide the data unless he receives written consent

2. Provide the data subject with the following information (s.35J (2)(b))-—
* |Ifthe datais to be provided for gain, that the data is to be so provided
* The kinds of personal data to be used

* The classes of marketing subjects
* A channel through which the data subject may communicate his consent to the

intended use 31

3. Receive written consent from data subject
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Rights of the data subjects

1. Request data user to cease to use the data in direct marketing (s.35G(1))
2. Request data user (s.35L(1)) -
* to cease to provide his personal data to any other person for use by that

other person in direct marketing
* to notify that other person to cease to use the data in direct marketing

Data users must comply with the requests without
charge to the data subject
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Subject to section 35D, a data user who uses a data
subject’s personal data in direct marketing but fails to
take %of the following actions:~
(1) “inform the data subject:-

(a) the data user intends to so use the personal

Criminal penalties
o s

A data user who fails to take any of the following actions
before providing personal data to another person for use
in direct marketing:—
(1) inform the data subject in writing:—
{al the data user intends to so provide the
personal data;

data; {b) the data user may not so provide the data
(b) the data user may not so use the data unless unless with the data subject’s written consent; $1,000,000 5 years
with the data subjecl’s consent; (2)  provide the data subject with written information in (f::ur 5afi11} [h?;in]
(c) the kinds of personal data to be used; (’E]'a"""hm:'h TN A O S 35)i5)
(d) the classes of marketing subjects which the 2 twheeé:ta e t: h‘;’s:plwi‘ﬂ:;f or gain, thal $500,000 3 years
5 data is to be use?’; % {b)  the kinds of personal data to be provided; ot focgamill ot for gl
(2)  provide the data subject with a response channel (c) the classes of persons to which the data is to
through which the data subject may, without charge, be provided;
communicate his consent to the intended use. {d) the classes of marketing subjects which the
data is to be used;
(3)  provide the data subject with a response channel
through which the data subject may, without charge,
communicate his consent to the intended use.
$1,000,000 5 years
{for gain} (for gain)
35K(4)
$500,000 3 years
{not for gain)  (not for gain)
A data user who, when using a data subject’s personal A data user who fails to comply with a data subject's $1,000,000 5 years
data in direct marketing for the first time, fails to inform request to:- ) - {for gain) (for gain)
the data subject that the data user must, without charge, (1) cease t;{ Prulwde &:: dlata subject’s personal data for’ (8882 5) ) S s
cease to use the data in direct marketing if the data 3 o "Kd oty S . il .
fiCete0 recil e (2] natify any data transferee in writing to cease to use {in any other  {in any other
subject so req X the data in direct marketing. case) case)

35L(7) $500,000

3 years
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Convictions

Media Statements
Date: 12 September 2019

Direct Marketmg Offence Admitted:
ions Fined HK$84,000

Telec

SmarTone Mobile Communications Limited (SmarTone) faced 23 charges under the Persenal Data
(Privacy) Ordinance (the Ordinance) taday at the Kwun Tong Magistrates’ Courts. All charges related to
the offence of failing to comply with the requirement from the data subject to cease to use her personal
data in direct marketing, contrary to section 35G(3) of the Ordinance. The Company pleaded guilty to 14
charges, and was fined HK$84 000 in total (HKSG 000 in respect of each charge). This single case has
recorded the highest number of charges and the second highest amount of fine since the added
provisions of the Ordinance relating to regulating direct marketing activities came into effect on 1 April
2013

Case Background

The case stemmed from a complaint received by the office of the Privacy Commissioner for Personal
Data, Hong Kong (PCPD] in 2017. The complainant received 23 direct marketing text messages or emails
from SmarTone between August and December 2017 (in four months’ time).

The complainant was a customer of SmarTone which provided mobile telecommunications service to her
In July 2017, she made her opt-cut request to SmarTone relating to cessation of using her personal data
in direct marketing by phone. However, the complainant still received a direct marketing email from
SmarTone in August 2017 and hence complained to PCPD. During the period when PCPD was handling
her complaint, the complainant continued receiving direct marketing text messages and emails from
SmarTone. The Privacy Commissioner for Personal Data, Hong Kong was of the view that SmarTene
failed to comply with the opt-out request of the complainant.

Related Regulation

Pursuant to section 35G(3) of the Ordinance, a company which receives a customer’s request for ceasing
to use his or her personal data in direct marketing must comply with the request without charge. Failure to
comply with the request is a criminal offence which is punishable by a fine of up to HK§500,000 and
imprisonment of up to 3 years

BAEZ BREN BFET SoSAs THENK SARNS wE88

HuESE

BEASERET, GRER)

MEERET 3] —=SFEFR201655FEMEHENEHAE, RAFERSEMNEE [3] RASERHEE
B, BARBESASELRSF: TSRS H(20)ERTESHERREERME (ABEA) . SREES
EFANENESREER, URSEEEEASHEERRE, NLSAREEE, SERESIRATIIE

7T, AadRaM2=T.

RESSERAFT, B7SBKEEFNEEEERBER, BHAESEAF—HENESERABNESE
LEEHBRRFEREE. FLEASEANEFEREEEREE, URASTEAEENIISS,

FEEAERLEEELRE

Office of the Privacy Commissioner

for Personal Data, Hong Kong

i - R - HEH

GUARDIAN - PRIVACY - 25 YEARS



Privacy Impact Assessment

* PIA is a systemic risk assessment tool

* |ts objective is to avoid/ minimize adverse impacts
on personal data privacy

@::@.-J
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When to conduct PIA?

Before introducing any new process involving personal data

Before any material change to the data user’s existing personal
data process

Where there is material change to regulatory requirements
relating to personal data

Periodically

BREEAERLEEENE

Office of the Privacy Commissioner
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Collection
of new
types of
personal

data (due to
new
services or
products)

Material Change?

Significant

: Significant

changes in
change to

the way
the access
personal right of a
’ data is used ’
: system
or disclosed

containing
personal
data

(prescribed
consent

needed?)

Outsourcing
of data
processing
(include
data
storage)

BRBAERALEBEELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Outsourcing
of IT
management
, etc.
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Benefits of
conducting PIA

"
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Policy on PIA

Develop internal
policy to set out:

who are responsible
for conducting and
reviewing the
assessment

what need to be

when PIA is required done in the
assessment

-
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1: Identify
e need for a PIA -
9: Keep under . _
review 2: Descrlb-e the
“ 7\ | processing

\
8. Integrate 3. Concider
outcomes into ;
plan Steps to conduct PIA (s
7: Sign off and
record outcomes
., ;

4: Assess
necessity and
6. Identify
measures to

| proportionality )
mitigate risk

5. Identify and
assess risks

BRBAERALEBEELE
Office of the Privacy Commissioner
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| Checklists
¢ | | PIA awareness check

| Any training to ensure staft understand the need to consider a
PIA?

"

BREEAERLEEENE @
Office of the Privacy Commissioner C ]

for Personal Data, Hong Kong
T - AR - HE®
GUARDIAN - PRIVACY - 25 YEARS




Checklists

PIA process check

Did your PIA:

describe the nature, scope, context , purposes and operation of the
processing?

mention who is the data user and data processor?

cover 6 DPPs and describe how you will ensure compliance with DPPs

e.g. the collection of personal data is necessary for and proportionate to your
purposes;
the exact retention period and justifications;

is the safeguard measures proportionate to the level of sensitivity of the
personal data 42
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Checklists

PIA process check

Did your PIA:

do an objective assessment of the likelihood & severity of any risks to
data subjects

identify measures you can put in place to eliminate or reduce high risks
record the decision-making in the outcome of the PIA, including any
difference of opinion with your DPO or individuals consulted

implement the measures you identified, and integrate them into your
project plan

keep your PIA under review and revisit them when necessary

o
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Checklists

A good PIA should:

v’ specify why you need a PIA, detailing the types of intended
processing that made it a requirement

v’ set out clearly the relationships between data users, processors,
data subjects and systems, using both text and data-flow
diagrams where appropriate

v ensure that the specifics of any flows of personal data between
people, systems, organisations and countries have been clearly
explained and presented

o
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Checklists

A good PIA should:

explicitly state how you are complying with each of the DPPs
explain how you plan to support the relevant information rights of
our data subjects

identify all relevant risks to data subjects, assessed their likelihood
and severity, and detailed all relevant mitigations

evidence your consideration of any less risky alternatives to
achieving the same purposes of the processing

SN XX

45
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Checklists
A good PIA should:

v/ attach any relevant additional documents you refer in the PIA, e.g.
Privacy Notices, consent documents

v'  record the advice and recommendations of your DPO and ensure
the PIA is signed off by the authorised person

v' document a schedule for reviewing the PIA regularly

46
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Information leaflet on PIA

8 WA A YO BRI R ORI A PR

Office of the Privacy Commissioner e
for Personal Data, Hong Kong frotet Respet Persorl Dt

PCPD.org.hk

Privacy Impact Assessments (PI1A)

arded as a s 1t tool that can be
integ intc cision-making | tic process that ey
a proposal in term of its impact upon personal data privacy with the objective of
dverse impacts. Although PIA s not expressly provided
rdinance (“the Ordinance”), it has bect
mpliance tool and data users are i to adopt it
initiative or project that might have signific

impact on personal data priva

This information leaflet provides information on the PIA process and its gen
pplication for data users’ reference

Why is a PIA useful

APIA s useful in:

» enabling the decision-maker to adequately consider the impact on personal data privacy before undentaking
the project

> directly addressing the privacy problems identified in the process and providing solutions or safeguards at the
design stage

> providing benchmarks for future privacy compliance audit and control

> being a costefiective way of reducing privacy risks

> providing a credible source of information to allay any privacy concerns from the public and the stakeholders

A PIA offers data users an “early warning” by identifying and detecting any privacy problems associated with the
project before it is implemented. It should be undertaken by data users in both the public and the private sectors o
manage the privacy risks arising from a project that involves:

v

processing (whether by the data user itself or by an agent appointed by the data user) or the building up of a
massive amount of persanal data;

¥

the implementation of privacy-intrusive technoloies thal might affect a large number of individuals; or

v

a major change in the organisational practices that may result in expanding the amount and scope of personal
data to be collected, processed, or shared.

Prvsey mpace Assassmants /Qctobar 2015 .
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Contact Us

'. samianinsace "
IrE Hotline 28272827

..m.,c.,.,‘.,.,.‘".wm"_&‘_ms M Fax 2877 7026

Complaints | Legal Assistance | Education & Training | Resources Centre | An Inclusive Society | Contact Us

loAQuickGuide

Website www.pcpd.org.hk
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What's New More

¥ i H A E-mail communications@pcpd.org.hk

dantsr_nlencedfn d.\ingl.n m n Order

T mmm Address 1303, 13/F, Dah Sing Financial Centre,

SE e s 248 Queen’s Road East,

EleEl PivERy AsSEmismes © i Schools to Resume Classes in Phases PCPD Reminds Schools to
Globdl /ACVIASSEMDIVSICompenditm Protect Personal Data Privacy of Teachers, Stafand Stadents

) RBESHEIACHCESHOIRES & COVIDXIC]
OfiBESHRIACH CESUTIRESPONSEROL il e = o .
Public Services from 15 September 2020 a n C a I
s U

PCPD revised the "Guidance on Collection and Use of Biometric
Data"

Ms Ada CHUNG the Privacy
Personal Data, Hong Kong

For Individuals For Organisations
Think Privacy! Be Smart Online EU General Data Protection
Regulation

Using Computers and the Intemet

(1)
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This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence,
you are free to share and adapt this PowerPoint, as Iong as you attrlbute the work to the Offlce of the Privacy
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Q&A session
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