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Focus of the talk

• Exemptions of the Ordinance, e.g. Section 58

• Handling of data breach

• Proper way of conducting direct marketing & 
privacy impact assessment
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• Part 8: Exemptions, e.g.

o Exempted from use 
limitation (i.e. DPP 3) if 
application of DPP 3 would 
be likely to prejudice the 
specified purposes, such 
as
➢ Section 57: Security of 

Hong Kong

➢ Section 58: Prevention 
or detection of crimes, 
etc.

➢ Section 60B: Legal 
proceedings
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Privacy right is not absolute

Basic Law of HKSAR, PRC

•Article 30: “… No department 
or individual may, on any 
grounds, infringe upon the 
freedom and privacy of 
communication of residents 
except that the relevant 
authorities may inspect 
communication in accordance 
with legal procedures to meet 
the needs of public security or 
of investigation into criminal 
offences.”

Hong Kong Bill of Right 
Ordinance (BORO)

• Section 5: “In time of public 
emergency which threatens 
the life of the nation and the 
existence of which is officially 
proclaimed, measures may 
be taken derogating from 
the Bill of Rights to the 
extent strictly required by 
the exigencies of the 
situation, but these measures 
shall be taken in accordance 
with law.”

Personal Data (Privacy) 
Ordinance (PDPO)



Section 58 – Crimes, etc.

• Examples under section 58(1) :
o Prevention or detection of crime (section 58(1)(a))
o Apprehension, prosecution or detention of offenders (section 58(1)(b))
o Prevention, preclusion or remedying (including punishment) of unlawful or 

seriously improper conduct, or dishonesty (section 58(1)(d))

• To satisfy the prejudice Test (section 58(2)):
o Whether disclosure of the personal data would likely prejudice the above  

purpose

• Confine to offence under the laws of Hong Kong

• Exempt from compliance with DPP 3 (use) and DPP 6 (access request)

Exemptions
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Section 58 – Crimes, etc.

• Seriously Improper Conduct
o Breach of a tortious duty for failure to maintain a canopy in a safe condition 

(Lily Tse Lai Yin & Ors v The Incorporated Owners of Albert House & Others 
[1999] 1 HKC 386) 

o Serious indebtedness of an officer of a law enforcement agency (AAB 
No.5/2006) X

o Failure to honour a cheque, without evidence of fraud or dishonesty (AAB 
No.14/2004)  X

Exemptions
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Section 58 – Crimes, etc.

• Practical Tips
o How to respond to an enquiry from a law enforcement agency for 

personal data of your customer / client?  

➢ Assess whether there are reasonable grounds for believing, at the
material time, that non-provision of the requested material would
be likely to prejudice the purpose (e.g. for detection or prevention
of crime or seriously improper conduct).

➢ determine from all circumstances of the case (such as the nature of
the material so requested) whether there is any other channel
where such material could be obtained, etc.

Exemptions
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Section 58 – Crimes, etc.

o Before data user invokes the exemption, it would be prudent for the 
data user to make further enquiries to the requestor as to:

1) the purpose for which the personal data is to be used
2) the reason why the personal data concerned is relevant to or     
necessary for the purpose
3) the reason why the data subject’s consent is not obtained by the 
agency
4) whether the personal data can be obtained from other source;
5) in particular, how the application of DPP3 would be likely to 
prejudice the purpose

Exemptions
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Section 59 – Public health

• Personal data relating to the physical or mental health of the data 
subject is exempt from the application of DPP6 / DPP3

• If such application would be likely to cause serious harm to the physical 
or mental health of:
• the data subject; or 
• any other individual 

• Disclosure of patient’s condition to employer without patient’s consent
(AAB No.15/2009) 

Exemptions
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Section 60B – Legal Proceedings

Disclosure authorised by law 

• DPP3 is exempted if use of data is required or authorised by law or court order in Hong 
Kong (section 60B(a))

Legal proceedings, etc.

• DPP3 is exempted if use of data is:

➢ Required in connection with legal proceedings in Hong Kong (section 60B(b)) (i.e. 
where proceedings have been commenced) 

➢ Required for establishing, exercising or defending legal rights in Hong Kong 
(section 60B(c)) (i.e. where proceedings are contemplated) 

Exemptions
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How to handle a data breach?
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DPP 1: 
collection 
purpose & 

means

DPP 2: 
accuracy & 
retention 

DPP 3: use

DPP 4: 
security

DPP 5: 
Openness

DPP 6: data 
access & 

correction

1. What is a data breach?
• A suspected breach of 

data security of personal 
data held by a data user

• Exposing the data to the 
risk of unauthorized or 
accidental access, 
processing, erasure, loss 
or use

• May amount to 
contravention of DPP 4  



Requirement of DPP4 
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• all practicable steps shall be taken to ensure that personal data are 
protected against unauthorized or accidental access, processing, 
erasure, loss and use

• security in the storage, processing and transmission of data

• if a data user engages a data processor to process personal data on
the data user’s behalf, the data user must adopt contractual or
other means to prevent unauthorized or accidental access,
processing, erasure, loss or use of the data transferred to the data
processor for processing



1. Loss of documents and USB 

2. Improper setting of IT system or Hacking

3. Wrong (e)mailing address

4. Staff's integrity and prudence

5. Improper disposal of documents

Common types of data breach
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How to handle a data breach?
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DPP 1: 
collection 
purpose & 

means

DPP 2: 
accuracy & 
retention 

DPP 3: use

DPP 4: 
security

DPP 5: 
Openness

DPP 6: data 
access & 

correction

2. What should be done?

When? Where? How? How many?

What (cause + kinds of personal data involved)

Collecting information 
immediately

Police? Internet companies? IT experts?Contacting the interested 
parties

Stop the system? Change password? Technical 
assistance? Keeping evidence? Data processors?

Adopting containment 
measures

Personal safety? Identity theft? Financial loss? 
Damage to reputation?

Assessing the harm

Real risk of harm is reasonably foreseeable 
Notify data subjects? Notify PCPD?

Considering the giving of 
notification 



Give data breach notification to PCPD?
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DPP 1: 
collection 
purpose & 

means

DPP 2: 
accuracy & 
retention 

DPP 3: use

DPP 4: 
security

DPP 5: 
Openness

DPP 6: data 
access & 

correction

• NOT a statutory requirement
• A recommended practice 

How?
• Download the “Data 

Breach Notification 
Form” from PCPD’s 
website 

• Submit the completed 
form to PCPD by fax, in 
person, by fax or by post 



Data Breach Notification
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• it is not a statutory requirement on
data users to inform the PCPD about
a data breach incident concerning
the personal data held by them, but
data users are advised to do so as a
recommended practice for proper
handling of such incident.

44



Data Breach Handling 
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Data Breach Handling 

17



Data Breach Handling 
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Data Breach Handling
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Technical security measures

Security of Personal Data
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…
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Security of Personal Data
How to avoid human errors

Proper 

training
Regular quiz

Avoidance of auto-fill 
function

VPN in lieu of 

USB

Proper file 
naming



Direct Marketing Regulatory Regime

Part 6A of the PDPO: 
section 35A to section 35M

(to replace the original section 34) 
Effective on 1 April 2013
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New Guidance on Direct Marketing
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New Guidance on Direct Marketing

Part 1: Introduction
Part 2: Collection of personal data for direct

marketing
Part 3: Use of personal data in direct marketing
Part 4: Providing personal data to another

person for use in direct marketing
Part 5: Other practical guidance relating to

direct marketing 24



What is “Direct Marketing”?

“Direct marketing means” is further defined to mean:
a. sending information or goods, addressed to specific persons by name, by

mail, fax, electronic mail or other means of communication; or
b. making telephone calls to specific persons.

“Direct marketing” is defined to mean:
a. the offering, or advertising of the availability, of goods, facilities or

services; or
b. the solicitation of donations or contributions for charitable, cultural,

philanthropic, recreational, political or other purposes,
through direct marketing means (Section 35A(1)).
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Regulated by PDPO ?
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Hi, Mr Li Hello …

A B



Examples of DM 

• A telecommunications service provider approaches its

existing customers by telephone to offer upgraded

services

• A beauty salon offers a free beauty treatment by

telephone to a specific person

27



Examples:       DM under the PDPO
• A service provider sends an SMS to its existing customers

informing them of the impending expiration of their service
contracts and providing an enquiry hotline

• Direct mail sent to an address or the “occupant” of an
address without addressing specific persons by name

• A customer service manager introduces goods/services to a
customer face-to-face
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Examples: DM under the PDPO
• A tutorial centre creates a WhatsApp group, adds a massive

list of mobile phone numbers with the same prefix (without
knowing other personal data of the number owners) into
the group and then sends messages to group members
promoting its referral services
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Use of personal data in direct marketing
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Steps a data user must take : 
1. Inform the data subject (s.35C (2)(a))-

• Data user intends to so use the personal data 
• Data user may not so use the data unless the data subject consents to it 

2. Provide the data subject with the following information (s.35C (2)(b))-–
• The kinds of personal data to be used
• The classes of marketing subjects 
• A channel through which the data subject may communicate his consent to the 

intended use

3.  Receive consent from data subject -
• In writing (s. 35E(1)(a))
• Consent given orally (s. 35E(1)(b))



Providing personal data to third parties 
for direct marketing
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Steps a data user must take : 
1. Inform the data subject in writing (s.35J(2)(a))-

• Data user intends to so provide the personal data 
• Data user may not so provide the data unless he receives written consent

2. Provide the data subject with the following information (s.35J (2)(b))-–
• If the data is to be provided for gain, that the data is to be so provided 
• The kinds of personal data to be used
• The classes of marketing subjects 
• A channel through which the data subject may communicate his consent to the 

intended use

3.  Receive written consent from data subject  



Rights of the data subjects
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1. Request data user to cease to use the data in direct marketing (s.35G(1))

2. Request data user (s.35L(1)) –
• to cease to provide his personal data to any other person for use by that 

other person in direct marketing
• to notify that other person to cease to use the data in direct marketing 

Data users must comply with the requests without 
charge to the data subject 



Criminal penalties
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Convictions
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Privacy Impact Assessment

• PIA is a systemic risk assessment tool

• Its objective is to avoid/ minimize adverse impacts 
on personal data privacy
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When to conduct PIA?

Before introducing any new process involving personal data

Before any material change to the data user’s existing personal 
data process

Where there is material change to regulatory requirements 
relating to personal data

Periodically
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Material Change?

Collection 
of new 

types of 
personal 

data (due to 
new 

services or 
products)

Significant 
changes in 

the way 
personal 

data is used 
or disclosed 
(prescribed 

consent 
needed?)

Significant 
change to 
the access 
right of a 
system 

containing 
personal 

data

Outsourcing 
of data 

processing 
(include 

data 
storage)

Outsourcing 
of IT 

management
, etc.
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Identify & fix problems at 
an early stage

Help avoid reputational 
damage

Meet data subjects’ 
expectations of privacy

Demonstrate compliance 
with your data protection 

obligations

Benefits of 
conducting PIA



Develop internal 
policy to set out:

when PIA is required
what need to be 

done in the 
assessment

who are responsible 
for conducting and 

reviewing the 
assessment

Policy on PIA
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1: Identify 
need for a PIA

2: Describe the 
processing

3. Consider 
Consultation

4: Assess 
necessity and 

proportionality

5. Identify and 
assess risks

6. Identify 
measures to 
mitigate risk

7: Sign off and 
record outcomes

8. Integrate 
outcomes into 

plan

9: Keep under 
review

Steps to conduct PIA
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Checklists

Any training to ensure staff understand the need to consider a 
PIA?

Existing policies or procedures include references  to PIA?

Staff understand when to conduct a PIA?

created and documented a PIA process?

Any training to staff on how to carry out a PIA?

PIA awareness check

Source: UK Information Commissioner’s Office 41



Did your PIA:

• describe the nature, scope, context , purposes and operation of the
processing?

• mention who is the data user and data processor?
• cover 6 DPPs and describe how you will ensure compliance with DPPs

e.g. the collection of personal data is necessary for and proportionate to your
purposes;
the exact retention period and justifications;
is the safeguard measures proportionate to the level of sensitivity of the
personal data

Checklists
PIA process check
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Did your PIA:

• do an objective assessment of the likelihood & severity of any risks to 
data subjects

• identify measures you can put in place to eliminate or reduce high risks
• record the decision-making in the outcome of the PIA, including any

difference of opinion with your DPO or individuals consulted
• implement the measures you identified, and integrate them into your

project plan
• keep your PIA under review and revisit them when necessary

Checklists
PIA process check
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✓ specify why you need a PIA, detailing the types of intended
processing that made it a requirement

✓ set out clearly the relationships between data users, processors,
data subjects and systems, using both text and data-flow
diagrams where appropriate

✓ ensure that the specifics of any flows of personal data between
people, systems, organisations and countries have been clearly
explained and presented

Checklists
A good PIA should:
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✓ explicitly state how you are complying with each of the DPPs
✓ explain how you plan to support the relevant information rights of

our data subjects
✓ identify all relevant risks to data subjects, assessed their likelihood

and severity, and detailed all relevant mitigations
✓ evidence your consideration of any less risky alternatives to

achieving the same purposes of the processing

Checklists
A good PIA should:
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✓ attach any relevant additional documents you refer in the PIA, e.g.

Privacy Notices, consent documents

✓ record the advice and recommendations of your DPO and ensure

the PIA is signed off by the authorised person

✓ document a schedule for reviewing the PIA regularly

46

Checklists
A good PIA should:



Information leaflet on PIA
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Contact Us
Hotline 2827 2827

Fax      2877 7026

Website www.pcpd.org.hk

E-mail communications@pcpd.org.hk

Address 1303, 13/F, Dah Sing Financial Centre,

248 Queen’s Road East,

Wanchai, HK

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, 
you are free to share and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy 
Commissioner for Personal Data, Hong Kong. For details, please visit creativecommons.org/licenses/by/4.0.
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