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Cyber Crime Trend

Breaches Ransomware

Total breaches

Breaches with
more than 10 million
identities exposed

Number of detections

. . Ransomware families
Total identities

exposed

Average identities
exposed per breach
Average ransom amount

In the last 8 years more than 7.1 billion identities have been exposed in data breaches
Email threats, malware, and bots

2015
— Cloud

1,846 2,596

Spam rate %

Phishing rate

lin lin

Average number
Email malware rate 220 131 of cloud apps used

ﬁ ﬂ per organization
y..\

Source: Symantec Internet Security Threat Report, Apr, 2017

New malware variants

Number of bots
Percentage of data

broadly shared
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The Cybercrime Economy

e Mobile Malware @ Exploits
S150

Credit $1000-$300K

Spam

Cybercrime
Market:
$450B-S1T

 We know what hackers are doing

 We have the most comprehensive
threat intelligence on latest threats
around the world
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The Evolution of the Cyber Criminal

Now a sophisticated business focused on ROI
Old School Hackers New School Cybercriminal

Unsophisticated Profes_smnal_ Q Targeted/ROI
organized crime

Notoriety/Political @ Strategic Assets @ Sophisticated Supply
Chains

Nation State e Multi-Billon $$ @ Nation State
Business

Individual’s Data

Opportunistic

@O ¢
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WannaCry Outbreak

3 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Payment will be raised on How Do I Pay?

1/4/1970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoinz.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
GMT from Monday to Friday.

| Once the payment is checked, you can start decrypting your files immediately.

Time Left

Your files will be lost on Contact

1/8/1970 00:00:00 If you need our assistance, send a message by clicking <Contact Us>.

Time Left We strongly recommend you to not remove this software, and disable your anti-virus
for a while, until you pay and the payment gets processed. If your anti-virus gets
updated and removes this software automatically, it will not be able to recover your
|files even if you pay!

Send $600 worth of bitcoin to this address:

N -

About bitcoin bitCOin
ACCEPTED HERE

We're lucky, the damage could have been much more severe

230,000

The Moscow Times

‘WCry Virus
Reportedly Infects
Russian Interior
Ministry's Computer...




Cisco Practices —ldentifying User Behavior Patterns
with Automation

All User Behavior

Anomalies

Suspicious Activities
0.02% of All Activities

B A True Threat

Than Average

. ; 58% Abnormal Behavior l'
Login Failures .'|II| '

227X A

Than Average 31% Login Activities
File Downloads

141X A

Than Average

Data Asset Deletion

—euy
11% Admin Actions lll"'
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Source: Cisco Cloudlock



How do we prioritize?

1t

Spear Phishing and Trojans
Watering hole attacks
Social networking attacks
Nation state attacks

Q Security Challenges ‘

Expanded data collection
* Netflow, IP Attribution, DNS...

Big data analysis and playbooks

Rapid containment
* DNS/RPZ, Quarantine, On-line host forensics

Threat/Situational awareness (TALOS)

dmmm 32 roundational Solutions

* Anti-virus/Anti-malware

* Firewalls (FirePower)

* IDS/IPS

* Web Security Appliance/ESA
* Network segmentation

* Log capture/analysis

* Incident response team

« Manager/Unmanaged desktops

« Spam/Malware

« DDoS

» Compromised hosts remotely controlled
« Rapidly changing environment




Cisco Practices -- Anti-Phishing

159 Compared to 30% industry average

click rate:

* Cisco has improved dramatically
since phishing program started

 Complexity of test phish is
increasing, expect temporary
rise in click rates

* Shifting focus to educate users
who repeatedly click phish

30%

25%

(o)
20% Increase complexity

e S

15%

10%

5%

0%

—Enterprise Click Rate



How will this impact NGO?

Ad d ptive e Cloud Security

e Defense-in-depth

Secu r|ty e Architecture Redesign

Threat

S . e Anti-phishing
ecu rlty * Training & Awareness

- . * Proper Monitoring &
Vlgl lant Responding

D ta e Proper Social Media Usage
a e Customer Data Protection

ACtiO n Secu nty * Kag?ngelligence &




Suggestions — Drill Down

Situational Awareness — Understand your risk

Defense in Depth

Parameter Security — Firewall, Email Sec, Web Sec, IDS/IPS

Endpoint Security — Patch Mgmt, Anti Virus /Malware, Network Access Control
DC Security — Server Hardening, Change Mgmt, Vulnerability mgmt

App Security — Vulnerability Mgmt, Auth-C/Z

People — Awareness/Education, anti-phishing
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Cloud Security
Cloud Access Security Brokers (CASB)

Cloud Security Review Process, Cloud Tenant Security

Monitoring and Responding Find Rught H@Hp

« Activity monitoring, Anomaly detection, Data intelligence Analytics

Data = Money

« Customer Data Protection / Data Loss Prevention
- Data backup/restore/retention
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