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EH KA =+ Laptops containing 3.7 million Hong Kong voters’ data stolen after chief executive ¢

Laptops containing 3.7 million Hong Kong voters’ data

stolen after chief executive election EESEIEEE LEIS3675F A SR

Devices contained ID card numbers, addresses and mobile numt

g B #

2017 Chief Executive Election of
 Administrative Region of the People’s Repub
Gov’'t admits it lost 2 computers
containing details of 46 people
during 2016 census

Elson Tong - 2

BOD D BN e N S

The Hong Kong government has admitted that it lost two tablet computers containing the
details of 12 households — 46 people — during last summer’s census.

‘The Census and Statistics Department reported the missing devices to the police last summer.
But it only revealed the matter to local media on Tuesday night, days after the Registration and
Electoral Office containing the personal information of all

registered voters.
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Data collected should be necessary but not excessive,
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TrustArc — TrustArc-Nymity integrated Privacy and Data EEEAGHILBEALE

Office of the Privacy Commissioner

Governance Accountability Frameworks SRR

1 Maintain Governance Structure

Ensure that there are individuals responsible for data privacy. accountable management.
and management reporting procedures

PRIVACY MANAGEMENT ACTIVITIES

« Assign respansibil
Officar, General IS0, EU Repr
. que senior management in data privacy leg. & Pl
Executve Committec) -
a Protaction Officer (DPO} in an independent oversight

Embed Data Privacy Into Operations EE = ;+
Maintain operational policies and procedures consistentwith the data privacy — g E *’
policy. legal requirements. and operational risk management objectives 700 ~

”UFT se privacy risk consistentwith orga PRIVACY MANAGEMENT ACTIVITIES
" " =z A=
e Manage Third-Party Risk &.=
v Maintain contracts and agreements with third-parties and affiliates consistent E-
o with the data privacy policy, legal requirements, and operational risk tolerance 10N

« Assign responsibil

{eg. Prvacy Networ

« Maintain rolesand res

privacyleg_joh descrptions)

communication between

MeMwark, and others responsible/actountabie for data priv
- Engage stakehoiders throughout the organization on da

the org;

« Maintain policies/proced ection and use of sensitve  Integrate
perrs a3 g bomerc ¢ gt
- M lecion and use of chldren and

ties for indnviduals respansible for data

aintaining dat qualiy

oy
Drivagy policies Serors o

PRIVACY MANAGEMENT ACTIVITIES
information security, marketing, etc.
+ Maintain defined roles and responsioiities rm i pares * Mainiain a third party data privacy risk assessment proces
eg. partners, s a

proces
~ Maintain procedures to execute

« Mairtain a policy goverring
Maintain Personal Data Inventory and Data Transfer Mechanisms s, JSM" eniswith es 1o add

Maintain an inventory of the location of key personal data storage or personal data flows,
including cross-border, with defined classes of personal data

und the data pivacy and security

racy Breach Management Program
Maintain an effective data privacy incident and breach management program

n third party data so

PRIVACY MANAGEMENT ACTIVITIES

* Maintainan inventory of p

Maintzin notices to individuals consistent with the data privacy policy, legal
requirements. and operational isk folerance

Maintain Training and Awareness Program

Provide ongoing training and awareness to promote compliance PRIVACY MANAGEMENT ACTIVITIES
policy and to mitigate operationa risks

westigation team
s data privacy breachinsurance cover

egistration s required)
betwean systoms, between

vide notice in contracts and te

- Maintain:a data prv;
« Provide: saripts for use by employ

PRIVACY MANAGEMENT ACTIVITIES
Monitor Data Handling Practices

Verify operational practices comply with the data privacy policy and operational
policies and procedures, and measure and report on their effectiveness

isc
+ Provide no
- Provide no

fiyers. offers)

itain Internal Data Privacy Policy

; : PRIVACY MANAGEMENT ACTIVITIES
s Fp ey e T i e 2 S R BRI B A S B T e

oersing -
c A o DPOs Maintain effective procedures for interactions with individuals about their » Conduct s assessment o prvacy management
andrisk of harm to individuals Rl 1y Of pivacy information fe.g.an interal data + Maintain quaificau personal data » Monitor effectiveness of e ols
piacy manet incuing onctc-hoc walk tous
. ments based on extemal events,
PRIVACY MANAGEMENT ACTIVITIES

PRIVACY MANAGEMENT ACTIVITIES

« Maintain 3 data pi
+ Maintzin an ampl
« Maintzin an o

Manage Information Security Risk i procedures o addies complins
Maintain aninformation security program based on legal requiremill [T LR TR SEIR TS

‘ongoing risk assessments penar daa
nain procedures o respor

+ Engage a third party o congusy
+ Monior and eport prvacy managerment medrics

« Document legal basis
rate ethics i

o requests and

rovic

tinar peron nun

Track External Criteria
Track new compliance requirements. expectations and best practices

PRIVACY MANAGEMENT ACTIVITIES
+ Integrata cata priv

10 fequests 1 op-out o,

o

- Maintain procedures 1 Fespond to requ
* Maintain procedures toespond 10 equestsfor aucoun oot causel

disclosures,tran haring of data PRIVACY MANAGEMENT ACTIVITIES

mpliance requirements e law - Sock cpimor g
fy

frevalls monior
Maintain mazsures to encrypt personl data
~ Maintain an acceptable use ofinformation resources poli
-M.'\mr:amw'wr: it access o personaldata
feg.ro gregatio

g recont dew
ictsinaw

resionc e pa e
n or any ratonale behiry

nal Practices
Moritor organizational practices toidentify new processes or material changes
ing processes and ensure the implementation of Privacy by Design princif

ort r-m ank events
+ Recordireport on thelraciing of new Laws. reguiations, amendmets
ule sources

PRIVACY MANAGEMENT ACTIVITIES

* Integrate Priv
 Mainin PIYDPIA guidelines and t
- Conduct mpct Asessmentsfo new programs
- Condiuct Pk orDPUS fr changes 0 exising ro
orp

by Design n

0 QUG PASIUIMAS
where required]
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TrustArc — TrustArc-Nymity integrated Privacy and Data [J Tl L
Governance Accountability Frameworks SRR

Embed Data Privacy Into Operations

Maintain operational policies and procedures consistent with the data privacy
policy, legal requirements, and operational risk management objectives

PRIVACY MANAGEMENT ACTIVITIES

« Maintain policies/procedures for collection and use of sensitive » Integrate data privacy into hiring practices
personal data (including biometric data) « Integrate data privacy into the organization’s use of social media

» Maintain policies/procedures for collection and use of children and « Integrate data privacy into Bring Your Own Device (BYOD)
minors’ personal data policies/procedures

« Maintain policies/procedures for maintaining data quality « Integrate data privacy into health & safety practices

» Maintain policies/procedures for the de-identification of personal data « Integrate data privacy into interactions with works councils

« Maintain policies/procedures to review processing conducted wholly « Integrate data privacy into practices for monitoring employees
or partially by automated means | » Integrate data privacy into use of CCTV/video surveillance

» Maintain policies/procedures for algorithmic accountability « Integrate data privacy into use of geo-location (tracking and or

» Maintain policies/procedures for secondary uses of personal data location) devices

» Maintain policies/procedures for obtaining valid consent « Integrate privacy into the System Development Life Cycle

+ Maintain policies/procedures for secure destruction of personal data « Integrate data privacy into policies/procedures regarding access to

» Integrate data privacy into use of cookies and tracking mechanisms employees' company e-mail accounts

» Integrate data privacy into records retention practices « Integrate data privacy into e-discovery practices

» Integrate data privacy into direct marketing practices » Integrate data privacy into conducting internal investigations

» Integrate data privacy into e-mail marketing practices « Integrate data privacy into practices for disclosure to and for law

» Integrate data privacy into telemarketing practices enforcement purposes

» Integrate data privacy into digital advertising practices (e.g. online, « Integrate data privacy into research practices (e.g. scientific

mobile) and historical research) 55



TrustArc — TrustArc-Nymity integrated Privacy and Data P EREAANABEALE
Governance Accountability Frameworks B

Maintain Training and Awareness Program

Provide ongoing training and awareness to promote compliance with the data privacy
policy and to mitigate operational risks

PRIVACY MANAGEMENT ACTIVITIES

« Conduct privacy training + Maintain privacy awareness material (e.g. posters and videos)

« Conduct privacy training reflecting job specific content » Conduct privacy awareness events (e.g. an annual data privacy

+ Conduct regular refresher training day/week)

« Incorporate data privacy into operational training (e.g. HR, marketing, » Measure participation in data privacy training activities
call center) (e.g. number of participants, scoring)

+ Deliver training/awareness in response to timely issues/topics + Enforce the requirement to complete privacy training

» Dellver a privacy newsleftter, or incorporate privacy into existing + Provide ongoing education and training for the Privacy Office and/or
corporate communications DPOs

» Provide a repository of privacy information (e.g. an internal data » Maintain qualifications for individuals responsible for data privacy,
privacy intranet) including certifications

56



TrustArc — TrustArc-Nymity integrated Privacy and Data P EREAANABEALE
Governance Accountability Frameworks B

Manage Data Privacy Breach Management Program

Maintain an effective data privacy incident and breach management program

PRIVACY MANAGEMENT ACTIVITIES

+ Maintain a data privacy incident/breach response plan + Conduct periodic testing of data privacy incident/breach plan
« Maintain a breach notification (to affected individuals) and » Engage a breach response remediation provider

reporting (to regulators, credit agencies, law enforcement) protocol » Engage a forensic investigation team
« Maintain a log to track data privacy incidents/breaches + Obtain data privacy breach insurance coverage

 Monitor and report data privacy incident/breach metrics
(e.g. nature of breach, risk, root cause)
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LEEER

R Privacy Management Programme

mETERAES
A Best Proctice Guide

USRI i A S T gk st & Rl s s |

é . 8 &

2 S

+e > 8 < g
R € »
ol &

GUIDE TO

DATA PROTECTION
BY DESIGN

FOR ICT SYSTEMS
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