
Latest Security Trends and Implications 
For NGO’s Information Security Policies 



Agenda 

• Trend of IT & Cyber Crime 

• Cisco Practices 

• Suggestions 

• Q&A 



Cyber Crime Trend 

Source: Symantec Internet Security Threat Report, Apr, 2017 





The Evolution of the Cyber Criminal 
Now a sophisticated business focused on ROI 
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WannaCry Outbreak 
230,000 

We’re lucky, the damage could have been much more severe 



Cisco Practices –Identifying User Behavior Patterns 
with Automation 

Source: Cisco Cloudlock 



How do we prioritize? 

Security Challenges 

• Manager/Unmanaged desktops 

• Spam/Malware 

• DDoS 

• Compromised hosts remotely controlled 

• Rapidly changing environment 

95% 

Foundational Solutions 

• Anti-virus/Anti-malware 

• Firewalls (FirePower) 

• IDS/IPS 

• Web Security Appliance/ESA 

• Network segmentation 

• Log capture/analysis 

• Incident response team 

Advanced Threats 

• Spear Phishing and Trojans 

• Watering hole attacks 

• Social networking attacks 

• Nation state attacks 

Evolving Solutions 

• Expanded data collection 
• Netflow, IP Attribution, DNS… 

• Big data analysis and playbooks 

• Rapid containment 
• DNS/RPZ, Quarantine, On-line host forensics 

• Threat/Situational awareness (TALOS) 

5% 



Cisco Practices -- Anti-Phishing 
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Enterprise Click Rate 

Compared to 30% industry average 
click rate:  
• Cisco has improved dramatically 

since phishing program started 
• Complexity of test phish is 

increasing, expect temporary 
rise in click rates 

• Shifting focus to educate users 
who repeatedly click phish 

Increase complexity 



How will this impact NGO? 

Adaptive 
Security 

Security 
Vigilant 

Data 
Security 

• Cloud Security 

• Defense-in-depth 

• Architecture Redesign 

• Anti-phishing 

• Training & Awareness 

• Proper Monitoring & 
Responding 

• Proper Social Media Usage 

• Customer Data Protection 

• Data Intelligence & 
Analytic 



• Situational Awareness – Understand your risk 

• Defense in Depth 
• Parameter Security – Firewall, Email Sec, Web Sec, IDS/IPS 

• Endpoint Security – Patch Mgmt, Anti Virus /Malware, Network Access Control 

• DC Security – Server Hardening, Change Mgmt, Vulnerability mgmt 

• App Security – Vulnerability Mgmt, Auth-C/Z 

• People – Awareness/Education, anti-phishing 

• Cloud Security 
• Cloud Access Security Brokers (CASB) 

• Cloud Security Review Process, Cloud Tenant Security 

• Monitoring and Responding 
• Activity monitoring, Anomaly detection, Data intelligence Analytics 

• Data = Money 
• Customer Data Protection / Data Loss Prevention 

• Data backup/restore/retention 

 

Suggestions – Drill Down 



Q&A 
 


